SBC ISDN To SIP Routing for Dummies - TLS

Table of Contents © About this Page
+ SBC ISDN To SIP Routing for Dummies - This document details the steps and inter-related parameters to
ILs establish an ISDN to SIP Server configuration using TLS transport.

Prerequistes
SBC Network Configuration Summary -

ISDN to TLS SIP Server Related Articles
+ Configuration Ste9§ « Managing Signaling Groups
* The Lync Wizard Task + Managing Call Routing Tables
« Media Configuration for TCP/RTP « Managing Transformation Tables
» _Media Configuration Steps «+ Managing SIP Server Tables
« Call Routing Configuration * Working with Media

» _Call Configuration Steps

Other Important Information

Prerequistes

Assumes the user is familiar with navigating the SBC 1000/2000's WebUI

SBC Network Configuration Summary - ISDN to TLS SIP Server

. —l———

SBC,TLS, Port 5067

§
A
\

sba1.vx.net,

TLS
Port 5067

ISDN to TLS SIP Server

Page 2 of 8

3/20/2013



Page 3 of 8

Configuration Steps

The Lync Wizard Task

The configuration process of a SBC should always begin with running a wizard; however, the wizard only needs to be run for the very
first configuration.
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Media Configuration for TCP/RTP

Use the diagram and the steps to configure the Media and TLS profile for the ISDN to TLS SIP Server call.

‘ 3 Media List

S B C Description  sba: UC Media Listwy Crypt

Media Profiles P
ia Profiles List

sha: 6.711 A-Law Voice
sha: 6.711 Mu-Law Voice

4 TLS Profiles

Voice Codec Configuration /

1 g/ TLS Parameters

Description  sba: G.711 Mu-Law Voice Crypto Profile 1D sha: UC ME‘}: Crypto hd Handshake Inactivity Timeout 10 secs £2..30]
Codec  G.711 prLaw ~ RIcE Hodst A RTCP = @
Dead Call Detection  Disabled v Media Information Client Attributes
Payload Size 20 ~ ms i & : Enabled J \
n nable - - ~
meNSAppresTon Medio List 10 [T E T ~ | Cherticiohergl[ AE3126:8HADEECEC3.8HA
Play Ring Back  Auto -
Tone Table  Defaull Tone Table - perver Atnihites
Early 183 Enable - Mutual Authentication  Enabled v
y SRTP|Config ‘ validate Client FQDN  Enabled -
| 1p/FQDN Netmask
Description  sba: UC Media Crypto i g PTTEIIIIT
Operation Option  Required v 9
Crypto Suite  AES_CM_128_HMAC_SHA1_80 ~
Media Crypto Profile | [ 5067 Tis sbas Lync 2010 TLs 5 =
Master Key
SIP Channels and Routing Server Host Moaltor ST Optians
> = Keep Alive Frequency 30
LSRG B Action Set Table None Priority 1 Recover Frequency 5
Lifetime value 31 s power of 2 {1..48] Call Routing Table sba: SIP to ISDN Host sbal.vi.net o e
Derive Session Key ~ NeverExpires ~ No. of Channols 24 Port. L5067 v
1 0 SIP Profile  sha: SIP Profile Protocol TLS Rause True
Key Identifier Length 1 A SIP Mode Basic Call X TLS Profile  sba: Lync 2010 TLS Sockets 4
SIP Server Table _sha: Rouse Timeowt Forever
| Signaling Group | SIP Server Table |

sbal.vx.net

TLS Configuration Flow
Media Configuration Steps

1. Ensure there is a media profile for your preferred
codec

2. Review the Crypto Profile

3. Verify the Media list for Media and Crypto
Profiles

4. Verify the TLS Profile
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In the SIP Server Table:

5. Add a SIP Server Host for the FE/SBA FQDN
and set the TLS profile

6. Set the SIP Options and the (7) TLS Reuse
Parameters

In the destination Signaling Group:

8. Set the Media List entry

9. Set the Federated FE/SBA FQDN and
port:5067/protocol:- TLS/TLS Profile

10. Set the SIP Server Table entry
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Call Routing Configuration

Use the diagram and steps to configure a call route from ISDN to the TLS SIP Server.
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ISDN to Lycn Call Routing Configuration Flow
Call Configuration Steps

1. Create a translation table/entry to perform any
necessary number translations

2. Create a Call Route entry. Configure the
translation table name and Egress SG configured
from the previous page; (3) enable transcoding and
set the appropriate media list entry .

In the Ingress SG:
4. Verify/Set the Call Route Table and (5) incoming
ISDN port
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Other Important Information

© You will still need to configure the SBC for the appropriate certificates in order to complete TLS calls. See Lync Setup

documentation for information on certificates and Deploying the Survivable Branch Appliance for further information on
deploying a SBA.

© Click here to download the fully-sized diagrams from this article. SBCISDNtoSIPRoutingDrawings.zip
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